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you IP device during an Internet crawl.  Changing the well-known port to something other than one of the popular 
alternatives (i.e.: 8000 & 8080) will reduce your vulnerability by 90% for an IP device exposed to the Internet.
Suggestion four (4) is to monitor your Internet Router activity.  Keeping your router visible so you can and monitor the 
router LED’s for transmit and receive activity is an indication of a possible attack.  If you see continual strobing (blinking) 
of these LED’s check your Internet Router log.  Finally, suggestion five (5) is to check the router log periodically or when 
you observe continuous or unusual router activity.  External access attempts to your personal network will appear in the 
router log (if you have activated logging) and you can use that data to filter or deny unwanted traffic to your personal 
network.

These five suggestions are easy to do and are the basis of good Internet security for IP devices on you network.

There are several other tools available to secure your personal network that are more technical or require special 
hardware and/or services from your ISP.  Some of these security enhancements are:

 Do not use your routers default address for a camera
 Update your IP devices firmware (Router & IP devices)
 Install an isolated network for your remote access devices
 Use a VPN Router (this requires special hardware and/or clients)
 Use alternative protocols for camera access (sHTTP, RTSP, etc)

I hope this BLOG POST has been helpful in securing your personal network.
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Footnote:  IETF RFC-1918 private network ranges start with the IP Addresses: 10.0.0.0, 172.16.0.0, & 192.168.0.0.
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